Private Decision Tree Classification

In [agr], Agrawal and Srikant develop a method to perform a data mining task without giving the data mining algorithm access to the original records. Their approach is based on distorting the values of private attributes. The values are perturbed by adding a random number from some distribution (the authors use uniform and Gaussian distribution). The random distribution is chosen so that an original value cannot be estimated any closer than a certain predefined interval. The next step is to reconstruct the original distribution of the data. It is important to note that it is the distribution that is reconstructed, not the original values. The original distribution is estimated using a Bayesian approach; then it is used as the training data to a decision tree learning algorithm. Experimentally, the authors show that the most effective approach, in terms of accuracy and time complexity, is to split the training data by class and reconstruct the distribution for each class separately. One drawback of randomization and reconstruction is that it is more difficult to apply to nominal data.
In [ver], Du and Zhan propose a method to privately learn a decision tree from vertically distributed data using a semi-trusted third-party server. In their model, the data is distributed between two parties, and the class attribute is public, i.e. it is available to both parties. In the process of building the tree, each party computes the information gain of a split privately, if possible, or both parties collaborate using a secure scalar product protocol to compute the information gain together. Both entropy and gini index can be used as measures of information gain. The completed decision tree is made available to both parties. When the classification of an instance requires collaboration, the secure scalar product protocol is used again. This protocol uses a semi-trusted (in the sense that it can be trusted not to collude with both parties) commodity server to efficiently compute random shares of a scalar product. A drawback of Du and Zhan’s algorithms is that private data can be inferred from the public decision tree. Also, the class attribute is available to both parties, which can sometimes be undesirable. 
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